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Why is this of any use at all, it’s just mail. Right?



“With over 100 billion corporate emails exchanged each day, 
it’s no wonder that email remains a major threat vector.”
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It’s just mail. Right?
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(Mitigations)



Source dmarc.org



Source dmarc.org



STARTTLS 
SPF 

DKIM 
DMARC 
DNSSEC 

DANE 
CAA



Lets start by 
examining two 

problems - at the 
same time



$ nc -v smtp.corp.com 25 
Connection to smtp.corp.com port 25 [tcp/smtp] succeeded! 
220 smtp.corp.com ESMTP 
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Connection to smtp.corp.com port 25 [tcp/smtp] succeeded! 
220 smtp.corp.com ESMTP 
EHLO evildoer.com 
250-smtp.corp.com 
250-STARTTLS 
250-ENHANCEDSTATUSCODES 
250-8BITMIME 
250-DSN 
MAIL FROM: <bogus@evildoer.com> 
250 2.1.0 Ok 
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$ nc -v smtp.corp.com 25 
Connection to smtp.corp.com port 25 [tcp/smtp] succeeded! 
220 smtp.corp.com ESMTP 
EHLO evildoer.com 
250-smtp.corp.com 
250-STARTTLS 
250-ENHANCEDSTATUSCODES 
250-8BITMIME 
250-DSN 
MAIL FROM: <bogus@evildoer.com> 
250 2.1.0 Ok 
RCPT TO: <tom@corp.com> 
250 2.1.5 Ok 
DATA 
354 End data with <CR><LF>.<CR><LF> 



$ nc -v smtp.corp.com 25 
Connection to smtp.corp.com port 25 [tcp/smtp] succeeded! 
220 smtp.corp.com ESMTP 
EHLO evildoer.com 
250-smtp.corp.com 
250-STARTTLS 
250-ENHANCEDSTATUSCODES 
250-8BITMIME 
250-DSN 
MAIL FROM: <bogus@evildoer.com> 
250 2.1.0 Ok 
RCPT TO: <tom@corp.com> 
250 2.1.5 Ok 
DATA 
354 End data with <CR><LF>.<CR><LF>
From: "John Doe" <john@corp.com> 
To: "Tom Poe" <tom@corp.com> 
Subject: New employee benefits program leaked! 

Tom, 

What's your stance on the new employee benefit program? 

https://evilphisingsite.com/new-employee-benefits-program 

Seems like we are getting a lot more hols? :-) 

Best, 
John 
.



$ nc -v smtp.corp.com 25 
Connection to smtp.corp.com port 25 [tcp/smtp] succeeded! 
220 smtp.corp.com ESMTP 
EHLO evildoer.com 
250-smtp.corp.com 
250-STARTTLS 
250-ENHANCEDSTATUSCODES 
250-8BITMIME 
250-DSN 
MAIL FROM: <bogus@evildoer.com> 
250 2.1.0 Ok 
RCPT TO: <tom@corp.com> 
250 2.1.5 Ok 
DATA 
354 End data with <CR><LF>.<CR><LF> 
From: "John Doe" <john@corp.com> 
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Subject: New employee benefits program leaked! 

Tom, 

What's your stance on the new employee benefit program? 

https://evilphisingsite.com/new-employee-benefits-program 

Seems like we are getting a lot more hols? :-) 

Best, 
John 
. 
250 2.0.0 Ok: queued as 43E9220439 
QUIT 
221 2.0.0 Bye



$ nc -v smtp.corp.com 25 
Connection to smtp.corp.com port 25 [tcp/smtp] succeeded! 
220 smtp.corp.com ESMTP 
EHLO evildoer.com 
250-smtp.corp.com 
250-STARTTLS 
250-ENHANCEDSTATUSCODES 
250-8BITMIME 
250-DSN 
MAIL FROM: <bogus@evildoer.com> 
250 2.1.0 Ok 
RCPT TO: <tom@corp.com> 
250 2.1.5 Ok 
DATA 
354 End data with <CR><LF>.<CR><LF> 
From: "John Doe" <john@corp.com> 
To: "Tom Poe" <tom@corp.com> 
Subject: New employee benefits program leaked! 

Tom, 

What's your stance on the new employee benefit program? 

https://evilphisingsite.com/new-employee-benefits-program 

Seems like we are getting a lot more hols? :-) 

Best, 
John 
. 
250 2.0.0 Ok: queued as 43E9220439 
QUIT 
221 2.0.0 Bye





STARTTLS to the rescue
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$ nc -v smtp.corp.com 25 
Connection to smtp.corp.com port 25 [tcp/smtp] succeeded! 
220 smtp.corp.com ESMTP 
EHLO evildoer.com 
250-smtp.corp.com 
250-STARTTLS 
250-ENHANCEDSTATUSCODES 
250-8BITMIME 
250-DSN 
STARTTLS 
220 2.0.0 Ready to start TLS 
owMC4zNCAvU3lzdGVtL0xpYnJhcnkvRnJhbWV3b3Jrcy9RdWlja0xvb 
2suZnJhbWV3b3JrL1ZlcnNpb25zL0EvUmVzb3VyY2VzL3F1aWNrbG9v 
a2QuYXBwL0NvbnRlbnRzL1hQQ1NlcnZpY2VzL1F1aWNrTG9va1NhdGV 
sbGl0ZS54cGMvQ29udGVudHMvTWFjT1MvUXVpY2tMb29rU2F0ZWxsaX 
RlCiAgNTAxIDI0NjM1ICAgICAxICAgMCAxMTo1MVBNID8/ICAgICAgI 
CAgMDowNy42MSAvU3lzdGVtL0xpYnJhcnkvQ29yZVNlcnZpY2VzL1Jl 
cG9ydENyYXNoIGFnZW50CiAgNTAxIDI0NjY0ICAgICAxICAgMCAxMTo 
1M1BNID8/ICAgICAgICAgMDowMC4yOSAvU3lzdGVtL0xpYnJhcnkvRn 
JhbWV3b3Jrcy9BZGRyZXNzQm9vay5mcmFtZXdvcmsvVmVyc2lvbnMvQ 
S9IZWxwZXJzL0FkZHJlc3NCb29rU291cmNlU3luYy5hcHAvQ29udGVu 
dHMvTWFjT1MvQWRkcmVzc0Jvb2tTb3VyY2VTeW5jCiAgNTAxIDI0NjY 
1ICAgICAxICAgMCAxMTo1M1BNID8/ICAgICAgICAgMDowMC4wOSAvTG 
licmFyeS9BcHBsaWNhdGlvbiBTdXBwb3J0L0dQR1Rvb2xzL0dQR1N1a 
XRlX1VwZGF0ZXIuYXBwL0NvbnRlbnRzL01hY09TL0dQR1N1aXRlX1Vw 
ZGF0ZXIKICA1MDEgIDQ5ODUgICA4NTEgICAwIEZyaTA0UE0gdHR5czA 
wNSAgICAwOjAwLjA5IC9BcHBsaWNhdGlvbnMvaVRlcm0uYXBwL0Nvbn 
RlbnRzL01hY09TL2lUZXJtMiAtLXNlcnZlciBsb2dpbiAtZnAgZnJzb 
wogICAgMCAgNDk4NiAgNDk4NSAgIDAgRnJpMDRQTSB0dHlzMDA1ICAg 
IDA6MDAuMDQgbG9naW4gLWZwIGZyc28KICA1MDEgIDQ5ODcgIDQ5ODY 
cmVTZXJ2aWNlcy5mcmFtZXdvcmsvRnJhbWV3b3Jrcy9NZXRhZGF0YS5 
mcmFtZXdvcmsvVmVyc2lvbnMvQS9TdXBwb3J0L21kd29ya2VyX3NoYX 
JlZCAtcyBtZHdvcmtlciAtYyBNRFNJbXBvcnRlcldvcmtlciAtbSBjb 
DEgICAwIDExOjQyUE0gPz8gICAgICAgICAwOjAyLjU5IC9TeXN0ZW0v



$ nc -v smtp.corp.com 25 
Connection to smtp.corp.com port 25 [tcp/smtp] succeeded! 
220 smtp.corp.com ESMTP 
EHLO evildoer.com 
250-smtp.corp.com 
250-STARTTLS 
250-ENHANCEDSTATUSCODES 
250-8BITMIME 
250-DSN 
STARTTLS 
220 2.0.0 Ready to start TLS 
owMC4zNCAvU3lzdGVtL0xpYnJhcnkvRnJhbWV3b3Jrcy9RdWlja0xvb 
2suZnJhbWV3b3JrL1ZlcnNpb25zL0EvUmVzb3VyY2VzL3F1aWNrbG9v 
a2QuYXBwL0NvbnRlbnRzL1hQQ1NlcnZpY2VzL1F1aWNrTG9va1NhdGV 
sbGl0ZS54cGMvQ29udGVudHMvTWFjT1MvUXVpY2tMb29rU2F0ZWxsaX 
RlCiAgNTAxIDI0NjM1ICAgICAxICAgMCAxMTo1MVBNID8/ICAgICAgI 
CAgMDowNy42MSAvU3lzdGVtL0xpYnJhcnkvQ29yZVNlcnZpY2VzL1Jl 
cG9ydENyYXNoIGFnZW50CiAgNTAxIDI0NjY0ICAgICAxICAgMCAxMTo 
1M1BNID8/ICAgICAgICAgMDowMC4yOSAvU3lzdGVtL0xpYnJhcnkvRn 
JhbWV3b3Jrcy9BZGRyZXNzQm9vay5mcmFtZXdvcmsvVmVyc2lvbnMvQ 
S9IZWxwZXJzL0FkZHJlc3NCb29rU291cmNlU3luYy5hcHAvQ29udGVu 
dHMvTWFjT1MvQWRkcmVzc0Jvb2tTb3VyY2VTeW5jCiAgNTAxIDI0NjY 
1ICAgICAxICAgMCAxMTo1M1BNID8/ICAgICAgICAgMDowMC4wOSAvTG 
licmFyeS9BcHBsaWNhdGlvbiBTdXBwb3J0L0dQR1Rvb2xzL0dQR1N1a 
XRlX1VwZGF0ZXIuYXBwL0NvbnRlbnRzL01hY09TL0dQR1N1aXRlX1Vw 
ZGF0ZXIKICA1MDEgIDQ5ODUgICA4NTEgICAwIEZyaTA0UE0gdHR5czA 
wNSAgICAwOjAwLjA5IC9BcHBsaWNhdGlvbnMvaVRlcm0uYXBwL0Nvbn 
RlbnRzL01hY09TL2lUZXJtMiAtLXNlcnZlciBsb2dpbiAtZnAgZnJzb 
wogICAgMCAgNDk4NiAgNDk4NSAgIDAgRnJpMDRQTSB0dHlzMDA1ICAg 
IDA6MDAuMDQgbG9naW4gLWZwIGZyc28KICA1MDEgIDQ5ODcgIDQ5ODY 
cmVTZXJ2aWNlcy5mcmFtZXdvcmsvRnJhbWV3b3Jrcy9NZXRhZGF0YS5 
mcmFtZXdvcmsvVmVyc2lvbnMvQS9TdXBwb3J0L21kd29ya2VyX3NoYX 
JlZCAtcyBtZHdvcmtlciAtYyBNRFNJbXBvcnRlcldvcmtlciAtbSBjb 
DEgICAwIDExOjQyUE0gPz8gICAgICAgICAwOjAyLjU5IC9TeXN0ZW0v



STARTTLS took care of the encryption problem (sort of, at least)



But why …



can anyone send email from any domain?



SPF to the rescue



SPF policy published in DNS



$ dig evildoer.com. txt +short 
"v=spf1 mx -all” 
$ dig evildoer.com. mx +short 
10 smtp.evildoer.com. 
$ dig smtp.evildoer.com. a +short 
1.2.3.4



Source dagrs.se



6%



But why …



can anyone forge email from my address?



DKIM to the rescue



DKIM-Signature: v=1; a=rsa-sha256; c=simple/simple; 
 d=corp.com; s=jan2018; 
 h=mime-version:content-type:x-originating-ip: 
  message-id:date:thread-index:thread-topic: 
  subject:to:from:received; 
 bh=2z+pihDQfpV2Fi02GBwCo7yD2Jmm3q6OiGWBVImh7BY=; 
. 
. 
From: “John Doe” <john@corp.com> 
.



DKIM-Signature: v=1; a=rsa-sha256; c=simple/simple; 
 d=corp.com; s=jan2018; 
 h=mime-version:content-type:x-originating-ip: 
  message-id:date:thread-index:thread-topic: 
  subject:to:from:received; 
 bh=2z+pihDQfpV2Fi02GBwCo7yD2Jmm3q6OiGWBVImh7BY=; 
. 
. 
From: “John Doe” <john@corp.com> 
.



DKIM public key stored in DNS



DKIM-Signature: v=1; a=rsa-sha256; c=simple/simple; 
 d=corp.com; s=jan2018; 
 h=mime-version: 

$ dig jan2018._domainkey.corp.com. txt +short 
"v=DKIM1; k=rsa; p=MIGfMA0GCSqGSIb3DQEBAQUAA4GNADC…
aEkTqlc+T1wIDAQAB”



Issues?



$ nc -v smtp.corp.com 25 
Connection to smtp.corp.com port 25 [tcp/smtp] succeeded! 
220 smtp.corp.com ESMTP 
EHLO evildoer.com 
250-smtp.corp.com 
250-STARTTLS 
250-ENHANCEDSTATUSCODES 
250-8BITMIME 
250-DSN 
MAIL FROM: <bogus@evildoer.com> 
250 2.1.0 Ok 
RCPT TO: <tom@corp.com> 
250 2.1.5 Ok 
DATA 
354 End data with <CR><LF>.<CR><LF>
From: "John Doe" <john@corp.com> 
To: "Tom Poe" <tom@corp.com> 
Subject: New employee benefits program leaked! 

Tom, 

What's your stance on the new employee benefit program? 

https://evilphisingsite.com/new-employee-benefits-program 

Seems like we are getting a lot more hols? :-) 

Best, 
John 
.

RFC5321.MailFrom

RFC5322.From



$ nc -v smtp.corp.com 25 
Connection to smtp.corp.com port 25 [tcp/smtp] succeeded! 
220 smtp.corp.com ESMTP 
EHLO evildoer.com 
250-smtp.corp.com 
250-STARTTLS 
250-ENHANCEDSTATUSCODES 
250-8BITMIME 
250-DSN 
MAIL FROM: <bogus@evildoer.com> 
250 2.1.0 Ok 
RCPT TO: <tom@corp.com> 
250 2.1.5 Ok 
DATA 
354 End data with <CR><LF>.<CR><LF>
From: "John Doe" <john@corp.com> 
To: "Tom Poe" <tom@corp.com> 
Subject: New employee benefits program leaked! 

Tom, 

What's your stance on the new employee benefit program? 

https://evilphisingsite.com/new-employee-benefits-program 

Seems like we are getting a lot more hols? :-) 

Best, 
John 
.

SPF only restricts this



$ nc -v smtp.corp.com 25 
Connection to smtp.corp.com port 25 [tcp/smtp] succeeded! 
220 smtp.corp.com ESMTP 
EHLO evildoer.com 
250-smtp.corp.com 
250-STARTTLS 
250-ENHANCEDSTATUSCODES 
250-8BITMIME 
250-DSN 
MAIL FROM: <bogus@evildoer.com> 
250 2.1.0 Ok 
RCPT TO: <tom@corp.com> 
250 2.1.5 Ok 
DATA 
354 End data with <CR><LF>.<CR><LF>
From: "John Doe" <john@corp.com> 
To: "Tom Poe" <tom@corp.com> 
Subject: New employee benefits program leaked! 

Tom, 

What's your stance on the new employee benefit program? 

https://evilphisingsite.com/new-employee-benefits-program 

Seems like we are getting a lot more hols? :-) 

Best, 
John 
.

DKIM only verifies this



$ nc -v smtp.corp.com 25 
Connection to smtp.corp.com port 25 [tcp/smtp] succeeded! 
220 smtp.corp.com ESMTP 
EHLO evildoer.com 
250-smtp.corp.com 
250-STARTTLS 
250-ENHANCEDSTATUSCODES 
250-8BITMIME 
250-DSN 
MAIL FROM: <bogus@evildoer.com> 
250 2.1.0 Ok 
RCPT TO: <tom@corp.com> 
250 2.1.5 Ok 
DATA 
354 End data with <CR><LF>.<CR><LF>
From: "John Doe" <john@corp.com> 
To: "Tom Poe" <tom@corp.com> 
Subject: New employee benefits program leaked! 

Tom, 

What's your stance on the new employee benefit program? 

https://evilphisingsite.com/new-employee-benefits-program 

Seems like we are getting a lot more hols? :-) 

Best, 
John 
.

SPF only restricts this

DKIM only verifies this



$ nc -v smtp.corp.com 25 
Connection to smtp.corp.com port 25 [tcp/smtp] succeeded! 
220 smtp.corp.com ESMTP 
EHLO evildoer.com 
250-smtp.corp.com 
250-STARTTLS 
250-ENHANCEDSTATUSCODES 
250-8BITMIME 
250-DSN 
MAIL FROM: <bogus@evildoer.com> 
250 2.1.0 Ok 
RCPT TO: <tom@corp.com> 
250 2.1.5 Ok 
DATA 
354 End data with <CR><LF>.<CR><LF>
From: "John Doe" <john@corp.com> 
To: "Tom Poe" <tom@corp.com> 
Subject: New employee benefits program leaked! 

Tom, 

What's your stance on the new employee benefit program? 

https://evilphisingsite.com/new-employee-benefits-program 

Seems like we are getting a lot more hols? :-) 

Best, 
John 
.

Here be dragons



DMARC to the rescue



DMARC checks SPF result



DMARC checks DKIM result



DMARC compares both From



$ nc -v smtp.corp.com 25 
Connection to smtp.corp.com port 25 [tcp/smtp] succeeded! 
220 smtp.corp.com ESMTP 
EHLO evildoer.com 
250-smtp.corp.com 
250-STARTTLS 
250-ENHANCEDSTATUSCODES 
250-8BITMIME 
250-DSN 
MAIL FROM: <bogus@evildoer.com> 
250 2.1.0 Ok 
RCPT TO: <tom@corp.com> 
250 2.1.5 Ok 
DATA 
354 End data with <CR><LF>.<CR><LF>
From: "John Doe" <john@corp.com> 
To: "Tom Poe" <tom@corp.com> 
Subject: New employee benefits program leaked! 

Tom, 

What's your stance on the new employee benefit program? 

https://evilphisingsite.com/new-employee-benefits-program 

Seems like we are getting a lot more hols? :-) 

Best, 
John 
.

DMARC 
looks for a match



$ nc -v smtp.corp.com 25 
Connection to smtp.corp.com port 25 [tcp/smtp] succeeded! 
220 smtp.corp.com ESMTP 
EHLO evildoer.com 
250-smtp.corp.com 
250-STARTTLS 
250-ENHANCEDSTATUSCODES 
250-8BITMIME 
250-DSN 
MAIL FROM: <bogus@evildoer.com> 
250 2.1.0 Ok 
RCPT TO: <tom@corp.com> 
250 2.1.5 Ok 
DATA 
354 End data with <CR><LF>.<CR><LF>
From: "John Doe" <john@corp.com> 
To: "Tom Poe" <tom@corp.com> 
Subject: New employee benefits program leaked! 

Tom, 

What's your stance on the new employee benefit program? 

https://evilphisingsite.com/new-employee-benefits-program 

Seems like we are getting a lot more hols? :-) 

Best, 
John 
.

DMARC 
looks for a match



DMARC, the snitch.



$ dig _dmarc.xpd.se. txt +short 
"v=DMARC1; p=reject; rua=mailto:56756f0475@rep.dmarcanalyzer.com; 
ruf=mailto:56756f0475@for.dmarcanalyzer.com; fo=1;"





DMARC bridges the gap between SPF and DKIM


DMARC gives you insight on use


DMARC gives you insight on abuse


Might give you a heads-up



SPF/DKIM/DMARC 
Recommendations



Move third party senders to a subdomain - 
marketing.domain.cc


Ensure a clean SPF on apex - domain.cc


Setup DMARC reporting and monitor it


Do a phased roll-out of DMARC - none, quarantine 
and reject


On quarantine and reject do each phase (1%, 50%, 
100%) for two weeks



Trust Issues?



Trust Issues?



Trust Issues?



Trust Issues?



Meet DANE 
(TLSA)



$ dig _25._tcp.xpd.se. tlsa 
_25._tcp.xpd.se. 3600 IN TLSA 3 1 1 
DE88D250D2B461DBFBD8B5C776482C7FFB12655108F5AAB340B59234 
45805AD4



CAA



$ dig storedsafe.com. caa 
storedsafe.com.  86400 IN CAA 0 issue "geotrust.com" 
storedsafe.com.  86400 IN CAA 0 issue "letsencrypt.org" 
storedsafe.com.  86400 IN CAA 0 iodef "mailto:security@storedsafe.com" 
storedsafe.com.  86400 IN CAA 0 issue "digicert.com"



DNSSEC







MTA-STS 
TLS-RPT 

REQUIRETLS 
ARC



MTA-STS



$ dig _mta-sts.xpd.se. txt 
_mta-sts.xpd.se. 300 IN TXT "v=STSv1; id=20180630;"



$ curl https://mta-sts.xpd.se/.well-known/mta-sts.txt 
version: STSv1 
mode: testing 
mx: smtp.xpd.se 
max_age: 86400



TLS-RPT



$ dig _smtp._tls.xpd.se. txt 
_smtp._tls.xpd.se. 3600 IN TXT "v=TLSRPTv1; rua=mailto:mta-sts@xpd.se"



REQUIRETLS



$ openssl s_client -starttls smtp -connect smtp.corp.com:25 
250 DSN 
EHLO example.com 
250-smtp.corp.com 
250-ENHANCEDSTATUSCODES 
250-AUTH PLAIN LOGIN 
250-DSN 
250-REQUIRETLS 
MAIL FROM:<user@example.com> REQUIRETLS 
250 2.1.0 Ok



ARC



State of the nation



Source hardenize.com



Source hardenize.com







DNS Privacy? 
(Slightly off-topic)



DNS over TLS 
(DoT)



DNS over HTTPS 
(DoH)



DNSCrypt



DNS-over-SSH 
DNS-over-DTLS 
DNS-over-QUIC





Implement Regular Security Awareness training 
for your users


You should, really


I’m not kidding


Just do it :-)





Implement (or correct) your SPF


Sign your public zones (DNSSEC)


Implement DKIM


Implement DMARC (Phased roll-out)


Publish TLSA records (DANE)


Publish CAA records




DMARC and Office365


reject and quarantine is the same


Default setup of DKIM will cause DMARC fails



https://docs.microsoft.com/en-us/office365/
securitycompliance/use-dkim-to-validate-

outbound-email


https://bit.ly/2P7KEH6+




