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THE CHALLENGE

Open Source Software Use Is
Growing




of an average app’s code base is
comprised of open source




IT’S STILL UP TO YOU TO ENSURE
YOUR PRODUCT \

Doesn’t Contain Known
Vulnerabilities

Compliant with Company’s '

Policies
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AND IT’S NOT GETTING ANY EASIER...

Reported Vulnerabilities
Are Rising

Less Time To Fix
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(a) Attacks exploiting zero-day vulnerabilities before and after the disclosure (time + to)




THE CHALLENGE

Open Source Software use can
present risk to your business




Security Vulnerability Risk




License Risk

Wix gets caught “stealing” GPL code from 'Google Beats Oracle on Copyright,
WordPress Defeating $9 Billion Claim

In which Wix forgets what happens when you add GPL code to your closed-source app. Joel Rosenblate
. My 26, 2015, 1:07 PM GMT+3
Last Friday, Automattic founder Matt Mullenweg—the founding developer of the WordPress open * UE jury fnds Arndroid didr't nesd lizerss for Jave code
source blogging and content management platform—poste 2 lett ersonal blog + Software developers have caus= io celebrate Google’s win

SFLC Files Lawsuit against Cisco on Behalf of the FSF
December 11, 2008

The Software Freedom Law Center (SFLC) today filed a lawsuit on behalf of the Free

VMware alleged to have violated Linux’s

open source license for years Cisco settles FSF GPL lawsuit, appoints
VMware says "lawsuit is without merit,” company is "committed” to open source. Compli ance Of ﬁ cer

DEIN - 3/6/2015, B:57 PM

The Free Software Foundation has settled its lawsuit against hardware vendor ..

The Free Software Foundation (FSF) has settled a GPL compliance lawsult with network hardware

Company Confidential & Proprietary
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THE CHALLENGE

How to manage the risk of
increased use of open source
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Open Source

SO HOW CAN YOU GET VISIBILITY Component

$

AND CONTROL?
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MANUAL I

DO NOTHING I

If you do nothing -
you're left exposed

AUTOMATION

o1
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LIFE WITHOUT OSS MANAGEMENT AUTOMATION
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Over 75% were aware 90% of apps have at least Broken dialog with At least 1 license that
of only 50% of their 1 vulnerability, over 45% Dev. Tough to explain doesn't meet company
open source inventory have 5 or more where vulnerabilities policy

are, and where is the

risk

* Based on first scan results for 250 applications and end of PoC questionnaire 14



AUTOMATED OPEN SOURCE SOFTWARE
MANAGEMENT
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Automated Management Throughout The SDLC

For Security & Compliance
Professionals

PLAN > CODE > BUILD _ DEPLOY _ MAINT.

For Developers
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WHY FIX ALL VULNERABILITIES
WHEN ONLY IMPACT YOUR PRODUCTS?
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Open Source Libraries in Containers & Serverless

Open Source Management should be part of your Container Development Lifecycle
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Development Build Container Registry Deploy
Advanced integrations with all common Automatic policy enforcement & continuous
container registries monitoring with Kubernetes integration
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What to look for in an OSS Mgmt. Automation Solution

/

COMPLETENESS

Supporting over 200
programming languages.

All environments. All groups,

complete solution.

PRIORITIZATION

We help you focus on what

matters with vulnerabilities

prioritization and no false
positives.

REMEDIATION

We not only alert, but also
provide actionable, validated
remediation tools to enable

quick resolution.



THANK YOU

For more info please contact us: partners@whitesourcesoftware.com

O® @

WhiteSourceSoftware.com



