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Background
Our journey – the beginning
Mission: Open Source Management automation for JAVA/Maven projects.

Target Fact Sheet (simplified) - JAVA/Maven

Environment Parameters

▪ Business context: Server-based applications, fat clients

▪ Distribution context: hosted/distributed

▪ Development context: explorative / deterministic

▪ Development Mode: Agile / classic using agile methods

▪ Build mode: CI/CD, Jenkins

Open Source Parameter

▪ Open Source Use: only permissive licenses

▪ Open Source snippets: forbidden

▪ OSM Concept: binary identification via hashes, hash matching 

▪ Package identification: package manager

▪ Component paradigm: 1 component  1 source

▪ Metadata Source: central (commercial) database
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Mission completed?

https://nssdc.gsfc.nasa.gov/planetary/factsheet/earthfact.html
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Background
Our journey – orbit transfer
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Background
Our journey – the next mission
Open Source Management automation for JAVAscript/NPM projects.

Target Fact Sheet (simplified) - JAVAScript/NPM

Environment Parameters

▪ Business context: Web applications

▪ Distribution context: distributed

▪ Development context: explorative / deterministic

▪ Development Mode: Agile / classic using agile methods

▪ Build mode: CI/CD, Jenkins

Open Source Parameter

▪ Open Source Use: only permissive license

▪ Open Source snippets: forbidden

▪ OSM Concept: binary identification via hashes, hash matching            => recursive dependency resolution

▪ Package identification: package manager

▪ Component paradigm: 1 component  1 source  => n:m; download sources and scan

▪ Metadata Source: central (commercial) database => local database with scan results and curations

…
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https://nssdc.gsfc.nasa.gov/planetary/factsheet/marsfact.html
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Background
Our journey – transfer of learnings
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Background
Our journey – utilizing the momentum
Open Source Management automation for Embedded systems.

Target Fact Sheet (simplified) – Embedded C  / Conan

Environment Parameters

▪ Business context: Embedded Software for devices

▪ Distribution context: distributed

▪ Development context: deterministic

▪ Development Mode: scaled agile framework

▪ Build mode: regular incremental builds, Github action, limited scaling options          => ORT-Server

Open Source Parameter

▪ Open Source Use: permissive licenses, weak copyleft licenses

▪ Open Source snippets: forbidden, use with exception

▪ OSM Concept: project.spdx.yml-files combined with snippet and license and copyright scanning

▪ Package identification: manually maintained project spdx.yml-files

▪ Component paradigm: 1 source  different binaries

▪ Metadata Source: source code

…
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Team consisting of Open 

Source Office members and 

automation developers

https://nssdc.gsfc.nasa.gov/planetary/factsheet/saturnfact.html
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JAN 2019JAN 2018 JAN 2020 JAN 2021 Today

Going back in time in: https://github.com/oss-review-toolkit/ort/

https://github.com/oss-review-toolkit/ort/
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Background
„at scale“ – commuter flight path 

Experience from „Onboarding“

▪ „Fact sheets“ helpful to quickly gain speed an put everybody in the picture 

− For new team members

− For the „customer“ development teams that needed support

▪ Mandatory concept documentation based on standardized template accelerated evolution

− Initial documentation => reuse => iterative improvement => standardization => automation

− Find reusable solutions faster by reducing search range with the help of „fact sheets“

10
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Background
Our journey – the next stop
Open Source Management automation for Embedded IoT Linux systems.

Target Fact Sheet (simplified) – Embedded IoT LINUX

Environment Parameters

▪ Business context: Internet of things

▪ Distribution context: distributed

▪ Development context: deterministic

▪ Development Mode: classic using agile methods

▪ Build mode: development builds/release builds

Open Source Parameter

▪ Open Source Use: copyleft license

▪ Open Source snippets: forbidden

▪ OSM Concept: SBOM generated by build, component scanning or matching against database

▪ Package identification: purl, hashes, …

▪ Component paradigm: source2binary-files, recipes, …

▪ Metadata Source: collaboratively maintained public database; upstream first

…
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https://nssdc.gsfc.nasa.gov/planetary/factsheet/jupiterfact.html
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Goals and needs
Background

▪ Find match: Map your needs and 

… find existing solutions

… find birds of a feather

▪ Share and reuse

▪ Standardizing while keeping flexibility
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Example: Finding clothes online

1st limitation of search range

2nd limitation of search range

3rd limitation of search range

Women OR Men OR Kids

Clothing OR Shoes OR Sportswear OR …

4th limitation of search range

Jackets OR T-Shirts OR Pants OR …

Size ? 

Determine 

parameters

Source: https://commons.wikimedia.org/wiki/File:Body_measures_SVG.svg  

Fact sheets

Standardized 

representation
Size 

Chart
XS, S, M L, XL

„Fact sheet“

Get overview of all clothes matching to your parameters

Generic 

architecture 

model

https://commons.wikimedia.org/wiki/File:Body_measures_SVG.svg


Eclipse Apoapsis 
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New project proposal
Eclipse Apoapsis 

▪ Apoapsis is a good opportunity, if you want to transfer to another object‘s orbit.

▪ Details see

▪ https://projects.eclipse.org/proposals/eclipse-apoapsis

14

Source: https://www.merriam-webster.com/dictionary/apoapsis Source: https://www.dictionary.com/browse/apoapsis  

https://projects.eclipse.org/proposals/eclipse-apoapsis
https://www.merriam-webster.com/dictionary/apoapsis
https://www.dictionary.com/browse/apoapsis
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Eclipse Apoapsis
Overview and planned Outputs
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Process 

Level

Technical 

Level

Usage Blue-

prints

ORT-

Server

Build your own 

recursive 

Dependency 

Resolution Service

Match your needs 

to available 

solutions and jump-

start process 

definition

Generic 

Architecture

Usage Case 

Collection

Abstraction 

Layer 

concept 

ALSCA

Reference implementation

Document 

Collection

Markdown, Powerpoint

Kotlin

API Orchestrator Workers

Repo 1

Repo 2
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Eclipse Apoapsis
Dependencies
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SPDX3.x 

Operations 

Profile

Capability 

Map

Source: https://oss-compliance-tooling.org/Tooling-Landscape/Toolchain-description/ 

Process 

Level

Technical 

Level

https://oss-compliance-tooling.org/Tooling-Landscape/Toolchain-description/
https://www.google.com/imgres?imgurl=https%3A%2F%2Fwww.ovhcloud.com%2Fsites%2Fdefault%2Ffiles%2Fstyles%2Flarge_screens_1x%2Fpublic%2F2021-09%2FECX-1909_Hero_PostgreSQL_600x400%25402x.png&imgrefurl=https%3A%2F%2Fwww.ovhcloud.com%2Fde%2Fpublic-cloud%2Fpostgresql%2F&tbnid=opUAsf0seW8nZM&vet=12ahUKEwiDuIOYzdz9AhUZwwIHHax0DaQQMygBegUIARC-AQ..i&docid=4q9OEpfSPQQHaM&w=1120&h=334&q=postgresql&client=firefox-b-e&ved=2ahUKEwiDuIOYzdz9AhUZwwIHHax0DaQQMygBegUIARC-AQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fupload.wikimedia.org%2Fwikipedia%2Fcommons%2Fthumb%2F7%2F71%2FRabbitMQ_logo.svg%2F2560px-RabbitMQ_logo.svg.png&imgrefurl=https%3A%2F%2Fde.m.wikipedia.org%2Fwiki%2FDatei%3ARabbitMQ_logo.svg&tbnid=GY8yQhz5gOm23M&vet=12ahUKEwjGgeKmzdz9AhUHNuwKHYG0AKMQMygEegUIARC-AQ..i&docid=O7sU4VTXal4Q0M&w=2560&h=402&q=rabbitmq&client=firefox-b-e&ved=2ahUKEwjGgeKmzdz9AhUHNuwKHYG0AKMQMygEegUIARC-AQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Frepository-images.githubusercontent.com%2F40136600%2Ff3f5fd00-c59e-11e9-8284-cb297d193133&imgrefurl=https%3A%2F%2Fgithub.com%2Fktorio%2Fktor&tbnid=gj0WHOSY9HWFzM&vet=12ahUKEwjvqIa0zdz9AhUa76QKHcQFBGgQMygAegUIARC5AQ..i&docid=PoPoI8K-opS3iM&w=4435&h=1847&q=ktor&client=firefox-b-e&ved=2ahUKEwjvqIa0zdz9AhUa76QKHcQFBGgQMygAegUIARC5AQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Factivemq.apache.org%2Fcomponents%2Fartemis%2Fdocumentation%2Flatest%2Fimages%2Factivemq-logo.png&imgrefurl=https%3A%2F%2Factivemq.apache.org%2Fcomponents%2Fartemis%2Fdocumentation%2Flatest%2F&tbnid=8bnVGFJPpizRwM&vet=12ahUKEwj1zevOzdz9AhXEuqQKHaraDdUQMygAegUIARCuAQ..i&docid=Zg_Vae8pk4nOxM&w=682&h=242&q=activemq%20artemis&client=firefox-b-e&ved=2ahUKEwj1zevOzdz9AhXEuqQKHaraDdUQMygAegUIARCuAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fres.cloudinary.com%2Fpracticaldev%2Fimage%2Ffetch%2Fs--2MouDG3s--%2Fc_imagga_scale%2Cf_auto%2Cfl_progressive%2Ch_720%2Cq_auto%2Cw_1280%2Fhttps%3A%2F%2Fthepracticaldev.s3.amazonaws.com%2Fi%2Fdp51une42j0d8uas60cx.png&imgrefurl=https%3A%2F%2Fdev.to%2Faustincunningham%2Fkeycloak-and-express-1cdd&tbnid=w8DX2aiZmPgleM&vet=12ahUKEwiCoYz1zdz9AhUEHuwKHdpXDVUQMygIegUIARDRAQ..i&docid=l3saV_VTiD3xQM&w=1280&h=720&q=keycloak&client=firefox-b-e&ved=2ahUKEwiCoYz1zdz9AhUEHuwKHdpXDVUQMygIegUIARDRAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fwww.docker.com%2Fwp-content%2Fuploads%2F2022%2F03%2Fvertical-logo-monochromatic.png&imgrefurl=https%3A%2F%2Fwww.docker.com%2Fcompany%2Fnewsroom%2Fmedia-resources%2F&tbnid=Y1g3nvbSq1cIQM&vet=12ahUKEwjX6cGzz9z9AhUBhKQKHRg_A_gQMygDegUIARDiAQ..i&docid=qTskOJD2jFCQpM&w=1316&h=1126&q=docker&client=firefox-b-e&ved=2ahUKEwjX6cGzz9z9AhUBhKQKHRg_A_gQMygDegUIARDiAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fkubernetes.io%2Fimages%2Fkubernetes-horizontal-color.png&imgrefurl=https%3A%2F%2Fkubernetes.io%2Fde%2F&tbnid=YvzGSpbCfQ9OeM&vet=12ahUKEwjWtpvMz9z9AhWZgaQKHae1Co4QMygDegUIARDiAQ..i&docid=kIEvo23Zs55gZM&w=1727&h=373&q=kubernetes&client=firefox-b-e&ved=2ahUKEwjWtpvMz9z9AhWZgaQKHae1Co4QMygDegUIARDiAQ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fcdi-ag.de%2Fwp-content%2Fuploads%2F2021%2F05%2FKotlin_logo.svg_.jpg&imgrefurl=https%3A%2F%2Fcdi-ag.de%2Fauch-kotlin-ist-eine-insel%2F&tbnid=nIpqKiDUjH9bCM&vet=12ahUKEwjz-fjiz9z9AhXK0aQKHfmXD_QQMygHegUIARDIAQ..i&docid=vBWIkPxDwscLAM&w=772&h=440&q=kotlin&client=firefox-b-e&ved=2ahUKEwjz-fjiz9z9AhXK0aQKHfmXD_QQMygHegUIARDIAQ


Process Level Outputs 
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Software Supply Chain Model (simplified)

18

Part Supplier 

(TIER 1)

Final product 

vender OEM
ConsumerProject 

SPDX

Component/ 

Part SPDX

FOSS 

Compliance 

Bundle

Open Source 

Project

Software supply chain
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Software Supply Chain Model (simplified)
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Part Supplier 

(TIER 1)

Final product 

vender OEM
ConsumerProject 

SPDX

Component/ 

Part SPDX

FOSS 

Compliance 

Bundle

Open Source 

Project

Software supply chain

Supply Chain Simulation with Software Management Dummy Repositories ?

Details see :

Sharing OSM Test Dummies 

(https://github.com/Open-Source-Compliance/Sharing-

creates-value/tree/master/Meeting-Material/Meeting-

20231206 )

https://github.com/Open-Source-Compliance/Sharing-creates-value/tree/master/Meeting-Material/Meeting-20231206
https://github.com/Open-Source-Compliance/Sharing-creates-value/tree/master/Meeting-Material/Meeting-20231206
https://github.com/Open-Source-Compliance/Sharing-creates-value/tree/master/Meeting-Material/Meeting-20231206
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Software Supply Chain Model (simplified) – Management aspects
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Part Supplier 

(TIER 1)

Final product 

vender OEM
Consumer

Requirements CRA, Biden-Act, OpenChain Specification,…

Typical setup project n projects in 1 „part“ n parts in 1 „consumer product“

Project 

SPDX

Component/ 

Part SPDX

FOSS 

Compliance 

Bundle

Managing contents/ 

tracking/monitoring

Identify 

Components

Identify Obligations 

/ assess 

conformance

Fulfill obligations

?

?

?

?

?

?

?

?

?

?

?

?

Open Source 

Project

Software supply chain

Management aspects
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Software Supply Chain Model (simplified) – Generic process
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Part Supplier 

(TIER 1)

Final product 

vender OEM
Consumer

Requirements CRA, Biden-Act, OpenChain Specification,…

project n projects in 1 „part“ n parts in 1 „consumer product“

Project 

SPDX

Component/ 

Part SPDX

FOSS 

Compliance 

Bundle

Managing contents/ 

tracking/monitoring

Identify 

Components

Identify Obligations 

/ assess 

conformance

Fulfill obligations

?

?

?

?

?

?

?

?

?

?

?

?

Open Source 

Project

Software supply chain

Management aspects

Generic process

Details will be provided soon

Typical setup
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Software Supply Chain Model (simplified)
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Part Supplier 

(TIER 1)

Final product 

vender OEM
Consumer

Requirements CRA, Biden-Act, OpenChain Specification,…

Typical setup project n projects in 1 „part“ n parts in 1 „consumer product“

Project 

SPDX

Component/ 

Part SPDX

FOSS 

Compliance 

Bundle

Managing contents/ 

tracking/monitoring

Identify 

Components

Identify Obligations 

/ assess 

conformance

Fulfill obligations

?

?

?

?

?

?

?

?

?

?

?

?

Open Source 

Project

Software supply chain

Management aspects
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Software Supply Chain Model (simplified) – Organizational Setup
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Part Supplier 

(TIER 1)

Final product 

vender OEM
Consumer

Requirements CRA, Biden-Act, OpenChain Specification,…

Typical setup project n projects in 1 „part“ n parts in 1 „consumer product“

Project 

SPDX

Component/ 

Part SPDX

FOSS 

Compliance 

Bundle

Managing contents/ 

tracking/monitoring

Identify 

Components

Identify Obligations 

/ assess 

conformance

Fulfill obligations

?

?

?

?

?

?

?

?

?

?

?

?

Open Source 

Project

Organizational setup

Software supply chain

Management aspects

Open Source 

Project n
Open Source 

Project 2
…

Part 

Supplier n
Part 

Supplier 2
…
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Software Supply Chain Model (simplified)
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Part Supplier 

(TIER 1)

Final product 

vender OEM
Consumer

Requirements CRA, Biden-Act, OpenChain Specification,…

Typical setup project n projects in 1 „part“ n parts in 1 „consumer product“

Project 

SPDX

Component/ 

Part SPDX

FOSS 

Compliance 

Bundle

Managing contents/ 

tracking/monitoring

Identify 

Components

Identify Obligations 

/ assess 

conformance

Fulfill obligations

?

?

?

?

?

?

?

?

?

?

?

?

Open Source 

Project

Organizational setup

Software supply chain

Management aspects

Open Source 

Project n
Open Source 

Project 2
…

Part 

Supplier n
Part 

Supplier 2
…

Source: https://github.com/OpenChain-Project/Reference-Material/blob/master/Education-For-

Suppliers/Supplier-Education-Leaflet/supply-chain-education-leaflet-version-2-2024/supply-chain-

education-leaflet-version-2_en.md 

Supplier education leaflet

https://github.com/OpenChain-Project/Reference-Material/blob/master/Education-For-Suppliers/Supplier-Education-Leaflet/supply-chain-education-leaflet-version-2-2024/supply-chain-education-leaflet-version-2_en.md
https://github.com/OpenChain-Project/Reference-Material/blob/master/Education-For-Suppliers/Supplier-Education-Leaflet/supply-chain-education-leaflet-version-2-2024/supply-chain-education-leaflet-version-2_en.md
https://github.com/OpenChain-Project/Reference-Material/blob/master/Education-For-Suppliers/Supplier-Education-Leaflet/supply-chain-education-leaflet-version-2-2024/supply-chain-education-leaflet-version-2_en.md
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Software Supply Chain Model (simplified) - Example
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Part Supplier 

(TIER 1)

Final product 

vender OEM
Consumer

Requirements CRA, Biden-Act, OpenChain Specification,…

Typical setup project n projects in 1 „part“ n parts in 1 „consumer product“

Project 

SPDX

Component/ 

Part SPDX

FOSS 

Compliance 

Bundle

Managing contents/ 

tracking/monitoring

Identify 

Components

Identify Obligations 

/ assess 

conformance

Fulfill obligations

?

?

?

?

?

?

?

?

?

?

?

?

Open Source 

Project

Organizational setup

Software supply chain

Management aspects

Open Source 

Project n
Open Source 

Project 2
…

Part 

Supplier n
Part 

Supplier 2
…

Example: Product

 

Product x

Deliverables

Device Software

Backend

Frontend

IOS App

Android App

Dependencies

Android libs 

Flutter

…
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Software Supply Chain Model (simplified) – SPDX Operations 
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Part Supplier 

(TIER 1)

Final product 

vender OEM
Consumer

Requirements CRA, Biden-Act, OpenChain Specification,…

Typical setup project n projects in 1 „part“ n parts in 1 „consumer product“

Project 

SPDX

Component/ 

Part SPDX

FOSS 

Compliance 

Bundle

Managing contents/ 

tracking/monitoring

Identify 

Components

Identify Obligations 

/ assess 

conformance

Fulfill obligations

?

?

?

?

?

?

?

?

?

?

?

?

Open Source 

Project

Organizational setup

Software supply chain

Management aspects

Open Source 

Project n
Open Source 

Project 2
…

Part 

Supplier n
Part 

Supplier 2
…

Example: Product

 

Product x

Deliverables

Device Software

Backend

Frontend

IOS App

Android App

Dependencies

Android libs 

Flutter

…

„Product Fact Sheet“„Deliverable Fact Sheet“SPDX BOM

Details see :

SPDX Operations Workgroup 

(https://github.com/spdx/meeting

s/tree/main/operations )

https://github.com/spdx/meetings/tree/main/operations
https://github.com/spdx/meetings/tree/main/operations
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Part Supplier 

(TIER 1)

Open Source 

Project
Part Supplier 

(TIER 1)

Open Source 

Project

Software Supply Chain Model (simplified) - Stakeholders
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Managing contents/ 

tracking/monitoring

Identify 

Components

Identify Obligations 

/ assess 

conformance

Fulfill obligations

?

?

?

?

?

?

?

?

?

?

?

?

Management aspects

Part Supplier 

(TIER 1)

Final product 

vender OEM
ConsumerProject 

SPDX

Component/ 

Part SPDX

FOSS 

Compliance 

Bundle

Open Source 

Project

Software supply chain

Stakeholders

maintainer

Development 

team

Project Manager 

Architect

OSPO

+ Compliance Manager

+ Product Owner

…

(Open Source 

Foundation)

„Open Source Steward“ „Manufacturer“
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Part Supplier 

(TIER 1)

Open Source 

Project
Part Supplier 

(TIER 1)

Open Source 

Project

Software Supply Chain Model (simplified) - Stakeholders

28

Managing contents/ 

tracking/monitoring

Identify 

Components

Identify Obligations 

/ assess 

conformance

Fulfill obligations

?

?

?

?

?

?

?

?

?

?

?

?

Management aspects

Part Supplier 

(TIER 1)

Final product 

vender OEM
ConsumerProject 

SPDX

Component/ 

Part SPDX

FOSS 

Compliance 

Bundle

Open Source 

Project

Software supply chain

Stakeholders

maintainer

Development 

team

Project Manager 

Architect

OSPO
(Open Source 

Foundation)

„Open Source Steward“ „Manufacturer“

OpenChain Automation Workgroup User Stories

+ Compliance Manager

+ Product Owner

…

Details see :

OpenChain AutomationWorkgroup 

(https://github.com/Open-Source-

Compliance/Sharing-creates-

value/tree/master/User-Stories )

*“Usage“ in contrast to „Contribution“ and „Champion“

*

https://github.com/Open-Source-Compliance/Sharing-creates-value/tree/master/User-Stories
https://github.com/Open-Source-Compliance/Sharing-creates-value/tree/master/User-Stories
https://github.com/Open-Source-Compliance/Sharing-creates-value/tree/master/User-Stories
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Part Supplier 

(TIER 1)

Open Source 

Project
Part Supplier 

(TIER 1)

Open Source 

Project

Software Supply Chain Model (simplified) – Further dimensions

29

Managing contents/ 

tracking/monitoring
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Fulfill obligations
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?

?

?
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?
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?

?

?

?

Management aspects

Part Supplier 

(TIER 1)
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ConsumerProject 
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Part SPDX

FOSS 
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Bundle

Open Source 
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Software supply chain
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maintainer
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team

Project Manager 

Architect

OSPO
(Open Source 

Foundation)

„Open Source Steward“ „Manufacturer“

Use cases

Technologies

J
A

V
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c
ri
p

t

P
y
th

o
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o

R
u

s
t

…
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CI/CD setup
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e
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 D
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…

+ Compliance Manager

+ Product Owner

…
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Part Supplier 

(TIER 1)

Open Source 

Project
Part Supplier 

(TIER 1)

Open Source 

Project

Software Supply Chain Model (simplified) – Further dimensions
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Managing contents/ 

tracking/monitoring

Identify 

Components

Identify Obligations 

/ assess 

conformance
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?

?

?

?

?

?

?

?

?

?

?

?

Management aspects

Part Supplier 

(TIER 1)

Final product 

vender OEM
ConsumerProject 

SPDX

Component/ 

Part SPDX

FOSS 

Compliance 

Bundle

Open Source 

Project

Software supply chain

Stakeholders

maintainer

Development 

team

Project Manager 

Architect

OSPO
Open Source 

Foundation

„Open Source Steward“ „Manufacturer“

Use cases

Technologies

J
A

V
A

J
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c
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P
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o
n

G
o

R
u
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t

…
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CI/CD setup
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H
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d
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c
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s
u
re

…

+ Compliance Manager

+ Product Owner

…How to find the right solution?

Details will be provided soon

Blueprints = how to combine the 

different tools from the „toolkit“ 

to fit the needs best
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Part Supplier 

(TIER 1)

Open Source 

Project
Part Supplier 

(TIER 1)

Open Source 

Project

Software Supply Chain Model (simplified) – Example 1 - Need
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Managing contents/ 
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Identify Obligations 

/ assess 
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?

?

?

?

?

?

?

?

?

?

?

?

Management aspects

Part Supplier 

(TIER 1)

Final product 
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Component/ 
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FOSS 
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Bundle

Open Source 

Project

Software supply chain

Stakeholders

maintainer

Development 

team

Project Manager 

Architect

OSPO
(Open Source 

Foundation)

„Open Source Steward“ „Manufacturer“

Use cases

Technologies
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V
A

J
a

v
a
s
c
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P
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u
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t

…
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H
o

s
te

d

… D
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d
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s
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re

…

+ Compliance Manager

+ Product Owner

…

As a Maintainer for an 

Open Source Project I 

want to get fast 

feedback about 

vulnerabilities of my 

project so that I can fix 

them as quick as 

possible. 
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Part Supplier 

(TIER 1)

Open Source 

Project
Part Supplier 

(TIER 1)

Open Source 

Project

Software Supply Chain Model (simplified) – Example 1 - Need
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?

?

Management aspects
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Project
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…

+ Compliance Manager

+ Product Owner

…

As a Maintainer for an 

Open Source Project I 

want to get fast 

feedback about 

vulnerabilities of my 

project so that I can fix 

them as quick as 

possible. 

Use case does not provide all necessary parameters 

to provide accurate recommendation. 

?



Intern | BD/TOA-IDE2 | 22.01.2024

© Robert Bosch GmbH 2024. Alle Rechte vorbehalten, auch bzgl. jeder Verfügung, Verwertung, Reproduktion, Bearbeitung, Weitergabe sowie für den Fall von Schutzrechtsanmeldungen.

Part Supplier 

(TIER 1)

Open Source 

Project
Part Supplier 

(TIER 1)

Open Source 

Project

Software Supply Chain Model (simplified) – Example 1 - Need
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+ Compliance Manager

+ Product Owner

…

As a Maintainer for an 

Open Source Project I 

want to get fast 

feedback about 

vulnerabilities of my 

project so that I can fix 

them as quick as 

possible. 

Use case does not provide all necessary parameters 

to provide accurate recommendation. 

?
„Product Fact Sheet“

„Deliverable Fact Sheet“

SPDX BOM
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Part Supplier 

(TIER 1)

Open Source 

Project
Part Supplier 

(TIER 1)

Open Source 

Project

Software Supply Chain Model (simplified) – Example 2- Solution
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+ Compliance Manager

+ Product Owner

…

Where is the sweet spot 

of OSS Review Toolkit?

- maintainers/DevOps teams

- single project

- CI/CD

- supported package managers

- ….
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Part Supplier 

(TIER 1)

Open Source 

Project
Part Supplier 

(TIER 1)

Open Source 

Project

Software Supply Chain Model (simplified) – ORT-Server
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+ Compliance Manager

+ Product Owner

…

Where is the sweet spot 

of ORT Server?

- OSPOs/DevOPs/Multi-project setups 

with central scan configuration/service

- CI/CD with high performance 

requirements

- supported package managers

- ….
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The Open Compliance Reference Tooling 
setup needs to fit for the respective 

development context .

36

Otherwise: “If you have a hammer, every screw looks like a nail.”



Technical Level Outputs – ORT Server
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Central pipeline - How does it work?
Open Compliance Reference Tooling recap

38

[1] https://freebiesupply.com/logos/git-logo/

CI/CD

Produces

Provides

OCaaS Open-Source MetaData

Report Archive

configuration-as-code

project

specific
organization 

specific
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Central pipeline - How does it work?
Open Compliance Reference Tooling recap

39

[1] https://freebiesupply.com/logos/git-logo/

CI/CD

Produces

Provides

OCaaS Open-Source MetaData

Report Archive

configuration-as-code

project

specific
organization 

specific
Details see :

FOSDEM 2021Talk „Leveraging Open Source

Tools for Open Source Management “  

(https://archive.fosdem.org/2021/schedule/event/

open_compliance_reference_tooling/ )

https://archive.fosdem.org/2021/schedule/event/open_compliance_reference_tooling/
https://archive.fosdem.org/2021/schedule/event/open_compliance_reference_tooling/
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ORT Server Goals
Vision

▪ API (REST)

▪ Scalable (cloud agnostic)

▪ Easy setup and integration

▪ Keep flexibility

▪ Web frontend => see Outlook

▪ Access management

▪ Inventory management

40
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Setup

Vision

41

DEV-Team

JVM API**

ORT-

ServerAPI*

ORT Analyzer

Tool X***JVM API**

JVM API**

*based on ALSCA

** based on ALSCA definition of mandatory data that need to be handed over

*** Good practice: Plugin for ORT tools

ORT Downloader

ALSCA

SCA 

Service

Usage Case 

Collection

Abstraction 

Layer 

concept 

ALSCA

JVM API**

JVM API** ORT Advisor

ORT Scanner

JVM API**

JVM API** ORT Reporter

ORT Evaluator

W
o
rk

e
rs

Usage Blue-

prints

*Abstraction Layer for Software Composition Analysis
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Setup

Vision

42

DEV-Team

JVM API**

ORT-

ServerAPI*

ORT Analyzer

Tool X***JVM API**

JVM API**

*based on ALSCA

** based on ALSCA definition of mandatory data that need to be handed over

*** Good practice: Plugin for ORT tools

ORT Downloader

ALSCA

SCA 

Service

Usage Case 

Collection

Abstraction 

Layer 

concept 

ALSCA

JVM API**

JVM API** ORT Advisor

ORT Scanner

JVM API**

JVM API** ORT Reporter

ORT Evaluator

W
o
rk

e
rs

Usage Blue-

prints

Manager

API*

*Abstraction Layer for Software Composition Analysis
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MVP
Project Hierarchy

▪ Organizations

− Products

− Repositories

▪ Access management

▪ User management

▪ User configuration

− Credential 

management

▪ Manage project 

hierarchy

▪ Trigger runs

− Flexible 

configuration

▪ Status updates

▪ Generate reports

▪ Query data

▪ API

▪ Orchestrator

− Manage jobs

− Prevent duplicate 

work

▪ Workers (analyzer, 

scanner, …)

− Run individual tools

− Separate Docker 

images

▪ Kubernetes

▪ Github Action

▪ OpenAPI  
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Test setup with test dummies
MVP

1. Test-repositories for supported ORT-package 

managers

2. Schedulers by Github Actions using ORT-

Server API to perform nightly scans

3. Results by Mail

4. Results via API stored in folder for post-

processing

1. Uploading SBOM to dependency track

2. Uploading SBOM to other SBOM-consumers

3. Creating simple „self made“ dashboards 
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Test setup with test dummies – 1/4
MVP

1. Test-repositories for supported ORT-package 

managers

2. Schedulers by Github Actions using ORT-

Server API to perform nightly scans

3. Results by Mail

4. Results via API stored in folder for post-

processing

1. Uploading SBOM to dependency track

2. Uploading SBOM to other SBOM-consumers

3. Creating simple „self made“ dashboards 
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Test setup with test dummies – 2/4
MVP

1. Test-repositories for supported ORT-package 

managers

2. Schedulers by Github Actions using ORT-

Server API to perform nightly scans

3. Results by Mail

4. Results via API stored in folder for post-

processing

1. Uploading SBOM to dependency track

2. Uploading SBOM to other SBOM-consumers

3. Creating simple „self made“ dashboards 
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Test setup with test dummies – 3/4
MVP

1. Test-repositories for supported ORT-package 

managers

2. Schedulers by Github Actions using ORT-

Server API to perform nightly scans

3. Results by Mail

4. Results via API stored in folder for post-

processing

1. Uploading SBOM to dependency track

2. Uploading SBOM to other SBOM-consumers

3. Creating simple „self made“ dashboards 
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Test setup with test dummies – 4/4
MVP

1. Test-repositories for supported ORT-package 

managers

2. Schedulers by Github Actions using ORT-

Server API to perform nightly scans

3. Results by Mail

4. Results via API stored in folder for post-

processing

1. Uploading SBOM to dependency track

2. Uploading SBOM to other SBOM-consumers

3. Creating simple „self made“ dashboards 
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Next steps

▪ ORT-Server

− Update/Refine of ORT-server documentation for easy onboarding and adoption

▪ Process level documents

− Provision of process level documentation in dedicated repository

− Alignment with SPDX Operations Workgroup, OpenChain Automation Workgroup and ORT-Community about 

working modes

▪ Preparation of updates for events in autumn

Outlook:

▪ Frontend
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THANK YOU!
Join Us in Creating a New Era for Open Source Compliance

Mailing List: oss-based-compliance-tooling@groups.io

Subscription page: https://groups.io/g/oss-based-compliance-tooling

Online meetings: Bi-weekly – see OpenChain Global Calendar 

https://www.openchainproject.org/participate

Website: https://oss-compliance-tooling.org /

And of course we are on GitHub: 

https://github.com/Open-Source-Compliance/Sharing-creates-value

mailto:oss-based-compliance-tooling@groups.io
https://groups.io/g/oss-based-compliance-tooling
https://www.openchainproject.org/participate
https://oss-compliance-tooling.org/
https://github.com/Open-Source-Compliance/Sharing-creates-value
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