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What is Tor?

e Online anonymity, and censorship
circumvention.
o Free software.
o Open network.
o Open specifications.
e Community of researchers, developers,
users, and relay operators.

e U.S.501(c)(3) non-profit organization.
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What can the attacker do?
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Anonymity isn’t Encryption
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Encryption just protects contents.



... fulaly

lboly
(e A M i i
(=0 P e ottt i 5 g5 o i ,
-asialliy el oI g3 o8 2lio st 391 Ajic o gaees '{:;...1 LJ;‘—‘-S’H“W u..Jl
s-nw-lmu.-,u-,-aﬁulmu-r

gl daxdg d8scolly Jolgil dlusg cusln d4ud J44T

prervinreer g ma s st i s s
i e S i o £ Som S nderthe ent Gl of tho USES
; T 2 et R Masspeme P

Baslol gy cAtapilgay

im 4B 21 BB 5 Gm3g clpa) IS IS]

Surf Safely! S st

This website s not accessible i the UAE. i s v S e
: ewed, in and submi

Theoret i o s b commnicatn, g nd t the Feeat

e it et ot o et s

et ol 6 By Access Denied

any such content, plesse click here.

>ur request was denied because of its content categorization: "Computers/ Internet; Proxy Avoid: http://torproject.org/

sally Il e el g8sall Lia wons iz Jusall hsie

oo @ gill ghsall ylsic 1S5 pa unblock kw@kw.zaincom g Sl Lyl e Al Jlus| oy s Sa

Sorry, the requested page is
unavailable.

Do s e s M g G e Customer This s )
Access to this website is prohibited 2 e_pleasd

—
[mada *Mada Communications.

If you believe the requested page should not be
blocked please click here.

or mor nformition out nternet sevice i Suci Arsia, lse cick auyall eslaall i cigiyl ao
here:wnwintermetgousa ‘mmitarmesgogsa il 3ol

o Biocked AL J

http://torproject.org/

Site Blocked prsy ]

e

Sorry, the re

ested Pagels Lzl b cagllall g isie

ou O b Bl 538 31 555 558 01
= Jam M vl pliyialat ol ot FrrrT—
o e Rt A8 55 L 5 Sk 4 1 you believe the requested page should  balk s wan ol i snal in 155 o)
Not be blocked please click here. -




Du var pa vej ind pa en ulovlig hjemmeside

Vivil me, rn pe ned at finde den film eller serie,

Sog med FilmFinder =

du er pa udkig efter musik, by eller mebler

i @ -

‘% 5'#“5 Hjemmesiden er blevet blokeret, fordi den er demt ulovlig ved en dansk domstol. Brug Share With Care til at finde
CARE det, du leder efter, lovligt. P4 den made passer du bade pa dig selv og pa kulturen. Lees mere om Share With

Care

H"‘“ RettighedsAlliancen DI



Metadata

"We Kill People Based on Metadata."

—Michael Hayden, former director of the NSA.
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Unfortunately, network anonymity is often not enough on its own.

Application-specific integration and protection is often needed to ensure a more
uniform fingerprint of the application’s users.

Tails is our live operating system project that gives you a stateless operating
system that uses Tor by default to access the internet.
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Get more privacy by using the browser with Mullvad VPN.
Curious to learn more about the browser? Take a dive into the mole hole.




Building a Community and an Ecosystem

But the Tor application ecosystem is larger than just "browsing". Onion Services
is an important piece of the ecosystem too.

OnionShare is used for easy, anonymous, file-sharing.

SecureDrop is used for source and whilsteblower handling in various media
settings.

We host our own Onion Services, including our Debian mirror, too. See
onion.torproject.org for more information.
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https://onion.torproject.org/

Focus on building a library to work with the entire Tor ecosystem:

e Embed the Arti client into your own application.
e Parsing different Tor related network objects.
e Onion Services ecosystem.

... while avoiding the spaghetti architecture of C Tor.
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But, why rewrite Tor?
Writing "safe C" is costly, and prone to mistakes:

21 out of 34 of Tor’s TROVES were due to errors that would be impossible (or
very unlikely) in Rust.

Most of the Network Team at Tor is very excited about Rust, and was interested
in spending more time writing software in it.
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Development Process

Development work takes place via IRC/Matrix on various public channels on the
OFTC IRC network.

All development happens in our self-hosted Gitlab instance at
gitlab.torproject.org.

Anonymous ticket interaction is available via anonticket.torproject.org.

Effective collaboration tooling, such as audio/video meetings, was adopted
during the 2020-2022 period.
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Protocol Specification Process

We have our own process for handling protocol changes over time. Work begins
as a proposal and ends as part of a specification.

Specification work largely happens in gitlab.torproject.org/tpo/core/torspec.

Protocol specifications can be found on spec.torproject.org, but discussions
often take place on the tor-dev mailing list.

We heavily depend upon feedback from both community and the greater Tor
research community.
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Reproducible Builds
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Reproducible Builds
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Build Process
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Reproducible Releases

For the Tor component of our software stack, we also build our source tarballs
reproducibly.

Requires at least 2 out of 3 release engineers + Cl to be able to do a release.

Same hash generated from multiple people allows us to have multiple people
signing our releases using PGP.
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Tor network resilience - Overview

What do we mean when we talk about network resilience?

e the Tor network is not going down or getting unreliable in the face of
potential disruptions
o whenis the Tor network behaving "normal"?
o potential disruptions have to be detected quickly (pre-emptively)
o disruptions need to get mitigated early on
e the Tor network is diverse
o distributed trust
o diverse set of relay operators
o diverse set of relay locations (operating systems etc.)
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Tor network resilience - Disruptions

Directly connecting users from Lithuania
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Tor network resilience - Disruptions

Directly connecting users from Germany
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Tor network resilience - Disruptions

Directly connecting users from Germany
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Tor network resilience - Disruptions

Directly connecting users from Germany
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Tor network resilience - Disruptions

Total relay bandwidth
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Tor network resilience - Disruptions

Exception Reporting Framework - Analysis:

powered by "sensors" in the network doing data collection
establishment of baseline metrics
anomaly analysis and reporting

categorization according to profiles of past incidents
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Tor network resilience - Disruptions
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Project 183: Exception Reporting Framework o
Discover patterns existing within the Tor network data that distinguish normal from anomalous behavior. These patterns can be correlated to external threats, blocking events, and network
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Project goals Sjsfs"
« This project aims to implement proactive network health monitoring features for the Tor network—including tools to automatically identify threats like jurisdictional network-level blocking o
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« The ultimate goal of this project is to empower the Tor Project to be able to increase the stability of the Tor network by creating a proactive stance to addressing threats on the network. ®
This ensures we can offer a tool for all Internet users to have reliable, secure access tothe open web. el
1120h
This milestone is to achieve objectives 1 and 2 of the project
g
0

Objective 1: Enhance data collection methods

01.1 Identify the information about the network that we: (1) want to collect, (2) already collect, (3) can access from open source data sets
01.2 Review and update data collection tools

01.3 Review and update how we store and serve historical data

01.4 Evalvate and deploy tools for data management

Outputs:
- List of information and data about the network that is available

- Documented user needs discovery

- Updated data collection tools
- Historical network data that can be queried and analyzed

Exception Reporting Framework milestone -


https://gitlab.torproject.org/tpo/network-health/team/-/milestones/2#tab-issues

Tor network resilience - Disruptions

Exception Reporting Framework - Mitigations:

e the network-health team sits at the center of coordinating the mitigations

e other stakeholders need to get included (network, community, bad-relay
teams, potentially Directory Authorities)

e evaluation of responses and mitigation strategy
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Tor network resilience - Distributed trust
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Tor network resilience - Distributed trust

The 9 Directory Authorities make and maintain the consensus which involves:

Keeping the service available.
Being responsive as an operator.
Having integrity.

El S

Balancing maximizing network capacity and excluding bad relays.

More details can be found in the Directory Authority expectations document.
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https://community.torproject.org/policies/dir-auth/dir_auth_expectations/

Tor network resilience - Diversity
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Tor network resilience - Diversity

Research question: How do we tune the diversity dial for maximum network
resilience?

e How should we measure diversity?
e Do we have some reasonable baselines?
e Should we focus on operator diversity or relay country diversity or...?

We start working on answers during our exception reporting framework project
and continue afterwards.
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Tor network resilience - Diversity

We help the relay operator community helping the network by:

outlining relay operator expectations

providing a proposal process for network-health improvements with relay
operators as key stakeholders

holding regular relay operator meet-ups (virtual and in-person)
encouraging interaction within the operator community

For the relay operator expectations, see:

https://community.torproject.org/policies/relays/expectations-for-relay-
operators/
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Tor project resilience

Resilience measures, which we already talked about in a software/code and
community context, apply to the project itself as well:

Diversity

Openness and Transparency

Community-building
Trust

39



Tor project resilience - Funding
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Tor project resilience - Funding

As a 501(c)(3) non-profit organization we are committed to financial
transparency via:

e financial audit reports
e IRS 990 forms

Those transparency documents can be found on
https://www.torproject.org/about/reports/.
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Tor project resilience - Funding

There are indirect threats for non-profits to (funding) security as well:

e "foreign agent"-style laws around the world

e "nonprofit killer" plans in the US (aka bill H.R. 9495) (see:
https://theintercept.com/2024/11/15/nonprofits-trump-bill-gop-
republicans/)

Tor is not affected by those threats yet but we need to be wary and prepare for
scenarios like that.
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How can you help?

Hack on some of our cool projects.

Find, and maybe fix, bugs in Tor.

Test Tor on your platform of choice.

Work on some of the many open research
projects.

Run a Tor relay or a bridge!
Teach others about Tor and privacy in general.
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Questions?
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