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THE FEDIVERSE

The fediverse — or the social web — is a federated, decentralized
social network consisting of separate web servers spread out
across the web.




THE FEDIVERSE

Actors share social interactions between themselves, regardless
of which server or platform they're using.




THE FEDIVERSE

Some of the most popular platforms on the fediverse today is
Mastodon, Pixelfed, Lemmy and PeerTube.




HUBZILLA

Hubzilla is an extensible
fediverse server with a focus on
privacy, resiliency and safety.




MEET NICOLE

rondelles33 mentioned you

Nicole

@rondelle

@ Hi, I'm Nicole! But you can call me
the Fediverse Chick :D

I'm a proud Polish girl from Toronto (29 y/o)
I'm currently taking the pre-health sciences

program at George Brown College hoping
to get into the medical field someday!




MEET NICOLE

=) @rondelles33 mentioned you

Spam is a problem on any
network of any size or
popularity.

Hi, I'm Nicole! But you can call me
the Fediverse Chick :D

I'm a proud Polish girl from Toronto (29 y/o)
I'm currently taking the pre-health sciences

program at George Brown College hoping
to get into the medical field someday!




MEET NICOLE

=) @rondelles33 mentioned you

Nicole

@rondelles33@cztwitter.cz

@ Hi, I'm Nicole! But you can call me

the Fediverse Chick :D
I'm a proud Polish girl from Toronto (29 y/o)
I'm currently taking the pre-health sciences

program at George Brown College hoping
to get into the medical field someday!

Spam is a problem on any
network of any size or
popularity.

While the Nicole spam is
annoying, it points to a bigger
problem in the fediverse.



MEET NICOLE

With Nicole

A lack of comment controls.




HUBZILLA PRIVACY CONTROLS

Privacy Settings
Opt-out of search engine indexing

Automatically approve new contacts

Accept all messages which mention you This setting bypasses normal permissions

Accept unsolicited comments for moderation Otherwise they will be silently dropped

Enable OCAP access Grant limited posts the right to access linked private media

Submit




PERMISSIONS

Channel role
Personal

Public

Personal

Community forum

Custom

A base set of permissions are assigned to your channel, and
defines the interactions allowed by anyone, including people not
(yet) connected.




PERMISSIONS

)\ Balle Rusk

ballerusk@hubzilla.ddev.site

Roles

Select a role for this contact

Default

Further permissions can be
assigned to individual contacts,

Can view my channel stream and .

- or grouped into contact roles.

Permission Their My

Can send me their channel stream
and posts

Can view my default channel profile

Can view my connections

Can view my file storage and photos

Can upload/modify my file storage
and photos




PERMISSIONS

Can upload/modify my file storage
and photos

Can view my channel webpages

Can view my wiki pages

Can create/edit my channel Providing a solid SyStem that
VIR lets you decide how others
should be allowed to interact
with your channel.

Can write to my wiki pages

Can post on my channel (wall) page
Can comment on or like my posts
Can send me direct messages

Can like/dislike profiles and profile
things

Can chat with me

Can source/mirror my public posts
in derived channels

Can administer my channel

Approve connection




PERMISSIONS

Can upload/modify my file storage
and photos

Can view my channel webpages

Can view my wiki pages

Can create/edit my channel Providing a solid system that
webpages lets you decide how others
ST BT PR should be allowed to interact
with your channel.

Can post on my channel (wall) page
Can comment on or like my posts

Can send me direct messages

From being completely invisible

Can like/dislike profiles and profile

things to Strangers...

Can chat with me

Can source/mirror my public posts
in derived channels

Can administer my channel

Approve connection




PERMISSIONS

Can upload/modify my file storage
and photos

Can view my channel webpages

Can view my wiki pages

Can create/edit my channel Providing a solid system that
webpages lets you decide how others
ST BT PR should be allowed to interact
with your channel.

Can post on my channel (wall) page
Can comment on or like my posts

Can send me direct messages

From being completely invisible

Can like/dislike profiles and profile

things to Strangers...

Can chat with me

Can source/mirror my public posts ...toa fu[[y pub“c proﬁ[e open

in derived channels
to anyone.

Can administer my channel

Approve connection




SEPARATION OF ACCOUNT AND IDENTITIES

m One account can have many
separate identities.

ANnY,




SEPARATION OF ACCOUNT AND IDENTITIES

m One account can have many
separate identities.

m For different purposes, or
different audiences.

ANnY,




SEPARATION OF ACCOUNT AND IDENTITIES

m One account can have many
separate identities.

m For different purposes, or
different audiences.

m Identities (or channels) are
completely separate, but
accessed through the same
account.

ANnY,




ONE IDENTITY, MULTIPLE PROFILES

Edit Profiles + Create New

Multiple profiles allows
displaying different info to
different contacts.

gg Default Prof Visible to anybody on the internet.

g.!!“-”**‘ Edit visibili
S S aiaE Edit visibili




ONE IDENTITY, MULTIPLE PROFILES

The default profile is visible to
anybody, even unauthenticated
visitors.

Balle Sprett
balle@hubzilla.ddev.site

\L 9' My public Hubzilla profile




ONE IDENTITY, MULTIPLE PROFILES

The default profile is visible to
anybody, even unauthenticated
visitors.

Balle Sprett
balle@hubzilla.ddev.site

) : : .
“9' My public Hubzilla profile You may want to be careful

about what info to display here.




ONE IDENTITY, MULTIPLE PROFILES

Balle Sprett
balle@hubzilla.ddev.site

A more personal profile for

friends But you can have a separate
profile with a bit more info for
Location: friends and family...

Norway

Hometown:
Balestrand

Homepage:
htty c@ample.com/~balle




ONE IDENTITY, MULTIPLE PROFILES

Mr. Ballerius Sprett
balle@hubzilla.ddev.site

N

) Professional juggler of bowling

balls.

Location:
The Nordics

Homepage:

... and a professional profile for business contacts.

Profile

Full Name:

Mr. Ballerius Sprett

Homepage:

http /C

Contact information and Social Networks:
E-mail: mrsprett@example.com

Phone: 123 45 678




ONE IDENTITY, MULTIPLE PROFILES

)\ Balle Rusk

ballerusk@hubzilla.ddev.site

Roles

Privacy groups

Profiles You can assign what profile to
Select a profile to assign to this contact show to individual contacts.

‘ Profile for friends

Approve connection




OPENWEBAUTH/MAGIC SIGN-ON

:{* OpenWebAuth or Magic Sign-On is a simple cross
MAGIC site authentication protocol, allowing users from
SIGN-ON one site to authenticate on another.




OPENWEBAUTH/MAGIC SIGN-ON

:{* OpenWebAuth or Magic Sign-On is a simple cross
MAGIC site authentication protocol, allowing users from
SIGN-ON one site to authenticate on another.

This is what enables the sophisticated access control powered by
the Hubzilla permission system.




OPENWEBAUTH/MAGIC SIGN-ON

OpenwebAuth: hub.somaton.com

Hubzilla 10.2.3 Released! welcomes Harald Eilertsen 2 S
Mario Vavti @ 15 hours ago
mario@hub.somaton.com

Hubzilla 10.2.3
» Fix bogus merge from 10.2.2 release which broke the notifications widget

Sorry for the noise!

CC: @Fediverse News

47 9@ 8
morph o © 15 hours ago
morph@hub.morphtown.de

@Mario Vavti &
4 9 a

Awesomel Thanks for the quick fix)] 3

#
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NOMADIC IDENTITIES

Manage Channel Locations 2 Sync Now

Please wait several minutes between consecutive operations.

When possible, drop a location by logging into that website/hub and removing your channel.
Use this form to drop the location if the hub is no longer operating.

Address Location Primary Drop
pepecyb@hub.hubzilla.hu https://hub.hubzilla.hu [
pepecyb@hub.hubzilla.de https://hub.hubzilla.de ] Ty
pepecyb@klacker.org https:/{klacker.org ) |




NOMADIC IDENTITIES

Cloning your identity to another
server provides:

m Resiliency: Your data is
backed up and available

When possible, drop a location by logging into that website/hub and removing your channel.

Use this form to drop the location if the hub is no longer operating. ] Censorship resistance: NO
single admin can silence

Manage Channel Locations

hubzilla.h hetps://hub.hubzilla.hu

Pr
=3

pepecyb@hub.hubzilla.de https://hub.hubzilla.de o o] yo u
o

pepecyb@Klacker.org https://klacker.org

m Transparency: Your contact
still see you as one identity




NOMADIC IDENTITIES

m All content is synced
between the servers, not
just your contacts




NOMADIC IDENTITIES

m All content is synced
between the servers, not
just your contacts

m Clones are synced in near
real time, allowing you
access even during
temporary outages




)

Thank
You!

G
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A special thank you to Mike
Macgirvin, who actually made all
this stuff!




m Hubzilla project website: https://hubzilla.org
m OpenWebAuth/Magic Sign-On: https://magicsignon.org
m Hubzilla online help: https://help.hubzilla.hu/en/




