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The Problem: Implicit Trust



Supply chain attacks 4 / 23

• npm install - Thousands of dependencies, any could be compromised
• VS Code extensions - Full access to your home directory
• cargo build - Build scripts can do anything
• Etc.

The reality

Most development workflows implicitly trust hundreds of thousands of 
lines of code with full access to your home directory and SSH keys.



AI coding agents 5 / 23

• Agents can often run arbitrary shell commands
• Agents usually have/need internet access
• LLMs can easily be hijacked via prompt injection
• LLMs can easily get derailed all on their own
• Agent harnesses usually provide an unknown level of sandboxing

TL;DR

The scale of the risk is unclear, but there is great potential for disaster!



Where Existing Solutions Fall Short



What's out there? 7 / 23

Full VM:
• Strong isolation
• Heavy overhead
• Poor integration

Dev Containers:
• Weak isolation
• Requires IDE Support
• Limited flexibility

Distrobox:
• No isolation
• Maximum convenience
• Seamless integration

Recent (complex looking) additions

• https://github.com/89luca89/clampdown
• https://github.com/NVIDIA/OpenShell

https://github.com/89luca89/clampdown
https://github.com/NVIDIA/OpenShell


Complex looking? 8 / 23

HOST
CLI

DNS resolve -> Allow IPs
Firewall Manager
Manage Sidecar, Auth Proxy and Agent

Shared network namespace

docker/podman
create [ ... ]

SIDECAR
- FROM scratch (static Go, no libc)
- read-only rootfs, rootless podman
- no new privileges
- seccomp_sidecar (~85 blocked)
inherited by ALL children

"CHOWN", "DAC_OVERRIDE", "FOWNER",
"FSETID", "KILL",
"MKNOD", "NET_ADMIN",
"NET_BIND_SERVICE", "SETFCAP",
"SETGID", "SETPCAP", "SETUID",
"SYS_ADMIN", "SYS_CHROOT",
"SYS_PTRACE", "SYS_RESOURCE",

$WORKDIR
auth.json

Capabilities

File access

PODMAN
Registry policy
- deny all
- allow: docker.io, ghcr.io, quay.io

Container.conf defaults
- no_new_privileges
- default capabilities
- pids_limit = 4096
- default_ulimits
- bridge network
- Masked /proc /sys

Enforce:
- dangerous capabilities blocked
- seccomp=unconfined blocked
- no_new_privileges required
- no additional groups
- namespace isolation required
- mount sources: workdir + infra only
- nosuid+nodev on writable mounts
- mount propagation blocked
- rootfs propagation: private only
- all device access blocked
- masked paths validated (12 paths)
- readonly /proc/sys,bus,fs,irq
- all kernel sysctl blocked
- RLIMIT_CORE override blocked
- undigested image refs blocked
- enforce RO mountReadOnly nested
- enforce profs on proc

OCI Create Hook

AGENT
- Alpine agent
- readonly root-fs, no new privileges
- cap-drop=ALL
- seccomp_agent (~133 blocked)
- NO SECRETS IN ENV

$WORKDIR (protected mask on top)
$AGENT_DIR - rw
$AGENT_DIR/{<AGENT>.md, skills, commands, settings} - RO

File access

localhost:2375

seccomp_nested (~133 blocked)
seal → Landlock V7 → cap drop → exec

$WORKDIR

File access

No access to agent, host filesystem,
sidecar filesystem, registry auth

ENTRYPOINT

- /proc/sys → read-only
- cgroup v2 + nsdelegate
- iptables firewall chains
- /run/sandbox/{uid,gid} immutable
- exec podman system service

FIREWALL - Agent (filter/OUTPUT)
- DEFAULT: DENY egress
- DROP private CIDRs
- AGENT_ALLOW / AGENT_BLOCK dynamic chains
- CLI can allow/deny hosts and/or CIDRs

FIREWALL - NESTED CONTAINERS (mangle/FORWARD)

- DEFAULT: ALLOW egress (opposite of agent)
- DROP private CIDRs (same set as agent)
- POD_ALLOW / POD_BLOCK dynamic chains
- CLI can allow/deny hosts and/or CIDRs

- default allow:
- loopback + established
- DNS :53 (10/s burst 20)
- allowlist IPs (TCP 443)
- AGENT_ALLOW dynamic chain

- default block:
- RFC 1918 (10/8, 172.16/12, 192.168/16)
- loopback (127/8)
- link-local (169.254/16) — blocks cloud metadata
- IPv6: ::1, fc00::/7, fe80::/10

LANDLOCK

$WORKDIR

File access

No access to agent, host filesystem,
sidecar filesystem, registry auth

Untrusted nopriv namespace

Trusted nopriv namespace

Trusted with priv namespace

podman run --rm -ti -v $pwd:$pwd -w $pwd tool

create

docker run --rm -ti -v $pwd:$pwd -w $pwd tests

Trusted
egress

Untrusted
egress

OCI Pre-create HookInject:
- UID/GID enforcement
- sandbox-seal
- Landlock policy
- credential forwarding

LANDLOCK

LANDLOCK

Landlock LSM

Manage sessions

SECCOMP
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Tripwire (host-side, outside namespaces):
inotify on RO-mounted paths
sha256 snapshot → detect → kill session
restore modified files on exit

seccomp_nested (~133 blocked)
seal → Landlock V7 → cap drop → exec

LANDLOCK

localhost:2376

API CALLS

container_t
apparm

or profile

AUTH PROXY
- FROM scratch
- read-only rootfs, no new privileges
- cap-drop=ALL
- seccomp_agent (~133 blocked)
- no file access

Inject auth token in API requests and act as
transparent proxy
-> AGENT NEVER SEES SECRETS
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SECCOMP SUPERVISOR

https://github.com/89luca89/clampdown/blob/main/assets/clampdown-diagram.svg

https://github.com/89luca89/clampdown/blob/main/assets/clampdown-diagram.svg


What was missing? 9 / 23

A tool that provides:
• Decent isolation with minimal overhead
• Ability to run your full IDE inside the container
• Flexibility to work with any editor
• Protection for SSH keys while keeping them accessible
• Customizable access controls per environment
• Smooth integration with your host system



The Solution: Litterbox



One tool, two goals 11 / 23

SOME isolation:
• Restrict access to files
• Restrict access to devices
• Restrict access to the network
• Protect SSH keys

Reproducible environment:
• Documented setup and dependencies
• Documented permissions/settings
• Portable across machines
• Easily used in CI/CD



Demo time!



Internal Workings



Architecture 14 / 23



Landlock LSM integration 15 / 23

Benefits:
• Improved container isolation through proper access control
• Processes sandbox themselves - no root required
• Compatible with existing LSMs (AppArmor and SELinux)
• Processes control when the sandbox is applied
• Rich set of sandboxing capabilities that is growing

Challenges:
• Sudo no longer works after sandboxing



Limitations



Known vulnerabilities & holes 17 / 23

• Kernel exploits - Container shares host kernel
• Wayland access - Full access to compositor, clipboard
• PipeWire - Audio I/O, potential exploit vector
• Podman - Runtime vulnerabilities possible
• Russh agent - Not the most battle testsed SSH codebase
• Device exposure - Full access to attached devices
• Network - Limited network isolation by default
• Rust crates - Too many dependencies
• And more!



Litterbox is NOT for 
running known malware!



How I Use Litterbox Daily



My development enviroment 20 / 23

• Each project gets its own Litterbox with tailored dependencies
• Zed or VSCode run entirely inside the container
• Different base distros are used as needed
• Different hardware (such as serial ports) are attached as needed
• Tun/Tap possible without root for simulating network stacks
• Images built on Github Actions and shared with runners

(see https://github.com/Low-Noise-Factory/Verilator-Rust-Litterbox)
• Probe-rs currently requires “remoting” via a Unix socket
• Sometimes I SSH into a remote machine

https://github.com/Low-Noise-Factory/Verilator-Rust-Litterbox


Get Involved



Help wanted! 22 / 23

Adding new features is not a high priority for me, but I’m happy to accept useful 
PRs at https://github.com/Gerharddc/litterbox!

Most urgent needs

• Automed testing
• More maintainers
• Better documentation
• Improved security/hardening
• Less dependencies
• MicroVM support would also be nice :)

https://github.com/Gerharddc/litterbox


Questions?
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